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Abstract—Communication Systems are becoming significant in 

many areas of modern everyday life. Through this field several 
technologies grow and contribute to the improvement of people’s 
everyday life. Big Data (BD) appears as a technology created and 
developed through communication systems. Big Data refers to the 
large-scale amounts of data used, transferred and managed 
through a network. Due to data usage and even large-scale 
amounts of data, the use of storage space without restrictions on 
its use becomes necessary. This storage space provided through a 
technology called Cloud Computing (CC). This technology 
mentions to a substructure in which data storage and data 
processing occur in real time outside of the user’s device. This 
work surveys BD and CC and their basic features, with a focus on 
the security and privacy issues of both technologies. In addition to 
this, we will try to combine the functionality of BD and CC with 
the aim to examine the frequent features, and also to discover the 
benefits related in security issues of their integration. 
 

Index Terms—Cloud Computing, Big Data, Algorithms, Big 
Data Applications, Cloud Computing Security.  
 

I. CONTEXT & MOTIVATION 
ig Data is a novel popular term, used to describe the 
surprisingly rapid raise in volume of data in structured 

and unstructured form. It is a broad term for data sets so large 
or complex that traditional data processing applications are 
inadequate. Rarely, it also adverts to a particular size of data 
set. Accuracy in big data may lead to more confident decision 
making, and better decisions can result in greater operational 
efficiency, cost reduction, and cut-rate risk [1]. From this 
scope we realize that the Big Data is now equally important 
both for business and internet. This happens because more 
information leads to more accurate analyses [2] [3]. 

Α new generation of services, based on the sense of the 
"cloud computing", has made its appearance in the last few 
years with the scope of providing access to the information and 
the data from any place at any time, thus restricting or 
expunging the need for hardware equipment. The term "cloud 
computation" is defined as the use of computing logistical 
resources, as well as the software level, through the use of 
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services transported over the internet. Nowadays, Cloud 
Computing services compose one of the world's largest areas 
of competition between giant companies in the IT sector and 
software, such as Google, Amazon and Microsoft, which are 
struggling to take an advantageous position, to this rapidly 
growing industry [4] [5] [6]. 

Also, a few instances contain the restrictions of 
communication capabilities, processing, energy and storage. 
Such inadequacies exhort us to fuse the technology of CC and 
Big Data. As an upcoming technology, CC integrates a large 
number of technologies with the aim to maximize capacity and 
performance of the current infrastructure [7] [8] [9] [10]. 

 

II. BACKGROUND REVIEW 

A. Big Data 
BD is a more complicated world because the scale is much 

larger. The information is usually spread out over a number of 
servers, and the work of compiling the data must be 
coordinated among them. In the past, the work was largely 
delegated to the database software, which would use its 
magical JOIN [11] mechanism to compile tables, after add up 
the columns before handing off the rectangle of data to the 
reporting software that would paginate it. This was often 
harder than it sounds. Database programmers can tell you the 
stories about complicated JOIN commands that would lock up 
their database for hours as it tried to produce a report for the 
boss who wanted his columns just so [8] [12]. 

B. Big Data Characteristics 
The three Vs of big data (figure 1), which are volume, 

variety, and velocity, constitute a comprehensive definition, 
and they bust the myth that big data is only about data volume.  

 
Big Data Volume  

The Data volume measures the amount of data available to 
an organization, which does not necessarily have to own all of 
it as long as it can access it [8] [12] [13]. 

 
Big Data Velocity  

The Data velocity measures the speed of data creation, 
streaming, and aggregation. Data velocity management is 
much more than a bandwidth issue; it is also an ingest issue 
(extract-transform-load) [8] [12] [13].  
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Big Data Variety  
The Data variety is a measure of the richness of the data 

representation – text, images video, audio, etc. Incompatible 
data formats, non-aligned data structures, and inconsistent data 
semantics represents significant challenges that can lead to 
analytic sprawl [8] [12] [13]. 

 

 
 

Figure 1: The Three Vs of Big Data. 

C. Big Data Security & Privacy 
New challenges and standards developed and created in data 

security issues through the development and the use of BD 
technology. This creates a growing need for further research 
on security technologies in order to be able to handle the huge 
amount of data and to ensure effective. Technologies for 
securing data are slow when applied to huge amounts of data.  

D. Cloud Computing 
Cloud computing provides computing, storage, services, and 

applications over the Internet (figure 2). In general, to render 
smartphones energy efficient and computationally capable, 
major changes to the hardware and software level required. 
This entails the cooperation of developers and manufacturers. 
[14] [15]. The technology of Cloud computing is the outcome 
of interdisciplinary approaches combining mobile computing 
with cloud computing. Thus, this transdisciplinary domain is 
also referred as mobile cloud computing [8] [14] [16] [17].  

 

 
 

Figure 2: Cloud Computing. 

E. Cloud Computing Features 
As all technologies, so the CC technology has some 

characteristics which determine its function. These features are 
analyzed and outlined subsequently. 

 
Storage over Internet 

Storage over Internet can be defined as a technology 
framework that uses Transmission Control Protocol/Internet 
Protocol (TCP/IP) networks to link servers and storage 
devices, and to facilitate storage solution deployment. The 
Storage over Internet technology is also known as Storage over 
Internet Protocol (SoIP) technology [18] [19] [20]. 

 
Service over Internet 

The main objective of the Service over Internet is to be 
committed to help customers all over the world with the aim to 
transform aspirations into achievements by harnessing the 
Internet’s efficiency, speed and ubiquity [18] [19] [21]. 

 
Applications over Internet 

The programs which can be written to do the job of a 
current manual task, or virtually anything, and which perform 
their job on the server (cloud server) via an internet connection 
rather than the traditional model of a program that has to be 
installed and run on a local computer are the Cloud 
Applications, or as a scientific definition Applications over 
Internet [18] [19] [20]. 

 
Energy Efficiency 

As a definition, the Energy Efficiency is a way of managing 
and restraining the growth in energy consumption. By 
delivering more services for the same energy input or for the 
same services for less energy input may be something more 
energy efficient [18] [19] [20]. 

 
Computationally Capable 

The services of computational clouds are leveraging the 
computationally intensive and ubiquitous mobile applications 
which have been enabled by the technology of Mobile Cloud 
Computing [6] [17] [18] [19]. 

F. Cloud Computing Security Issues 
CC and storage solutions provide users and enterprises with 

various capabilities to store and process their data in third-
party data centers [22] [23]. Organizations use the Cloud in a 
variety of different service models (SaaS, PaaS, and IaaS) and 
deployment models (Private, Public, Hybrid, and Community) 
[15] [24] [25]. There are a number of security concerns 
associated with cloud computing. These issues fall into two 
broad categories: security issues faced by cloud providers 
(organizations providing software, platform, or infrastructure-
as-a-service via the cloud) and security issues faced by their 
customers (companies or organizations who host applications 
or store data on the cloud) [26] [27]. The responsibility is 
shared, however. The provider must ensure that their 
infrastructure is secure and that their clients’ data and 
applications are protected while the user must take measures to 
fortify their application and use strong passwords and 
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authentication measures [8] [9]. 
 

III. RESEARCH OBJECTIVES 
There is a survey of BD and CC technologies and their basic 

characteristics, with a focus on the security and privacy issues 
of both technologies. Moreover, I will try to combine the 
functionality of the two aforementioned technologies (i.e Big 
Data and Cloud Computing) in order to examine the common 
features, and also to discover the benefits related in security 
issues of their integration. The main goal of this paper is to try 
to combine the functionality of the BD and CC technologies in 
order to examine the common features, and also to discover 
the benefits related in security issues of their integration. This 
could be take place by the presentation of a new method of an 
algorithm that can be used for the purpose of improving Cloud 
Computing’s security through the use of algorithms that can 
provide more privacy in the data related to Big Data 
technology. Furthermore, we survey the security challenges of 
the integration of those technologies. This can be the field of 
future research on the integration of those two technologies, 
and why not to have a huge improvement of their security and 
privacy issues in order to have a better use of them. 

 

IV. RESEARCH APPROACH & METHODS 
The purpose of this research proposal is to study the 

technologies for the “large-scale data” (big data) and “cloud 
computing” in order to analyze and manage the 
telecommunication systems. 

This study will rely on the following items in order to 
examine all the existing and the future data in order to gather 
and produce all the necessary tools with the aim to come out: 

1. Action Research 
2. Development and implementation of the Unified 

Modeling Language (UML) 
3. Software engineering 
4. Implementation and model development 
5. Usability evaluation 
According to the aforementioned data, the survey will rely 

on the study of existing literature and the use of existing 
research on the fields I will study, in order to use all the 
necessary information. The next stage will be the recovery 
process of all the material will be collected and organized in 
the different steps. Based on the current situation regarding the 
scope of my research will develop simulation models in order 
to study and achieve my proposal. Finally, there will be a 
verification of the data that will be produced during the 
implementation of the model and the usability of the proposed 
model will be studied as well as the further improvement and 
evaluation. 

 

V. CURRENT & EXPECTED CONTRIBUTIONS 
As already mentioned, with this work I will try to find a 

better security algorithm model for the BD in Cloud 
environments. For this purpose several existing security 
algorithms would be studied. 

Table 1 lists a sample of the most popular security 
algorithms that would be studied in order to produce a new 
algorithm model. As regards the Table 1 we could conclude 
that even the most efficient algorithms give an encryption rate 
of 64.3MB/s. The information of those algorithms have been 
taken through related works [8] [28] [29] [30] [31].  
 

Algorithm Key length Megabytes 
processed 

Block 
size Rounds 

Blowfish 32-448 
bits 256 64 bits 16 

DES 56 bits 128 64 bits 16 

3-DES 56, 112 or 
168 bits 128 64 bits 48 

AES 128, 192 
or 256 bits 256 128 bits 10, 12 or 

14 

RSA 1025 – 
4096 bits 300 512 bits 1 

 
Table 1: Encryption Rates of popular Security Algorithms. 

 
Through the table 1 we can conclude that in the sector of 

BD technology, in which the need of large amounts of data 
needs to be transferred we could observe an important bottle 
neck for encryption like huge amounts of data. This is harmful 
to the nature of BD that have real time processing and 
outcomes. 

Subsequently, a correlation of characteristics of BD and CC 
can be made.  

 
Big Data Features Volume Velocity Variety Cloud Computing Features 

Storage over Internet  X  
Service over Internet X  X 

Applications over Internet X X X 
Energy Efficiency X X  

Computational Capable  X X 
 

Table 2: Correlation of BD and CC characteristics. 
 

By the table 2 can be exhibited the key characteristics of the 
two technologies which have been studied and used for the 
experimental proposal. Count on the study conducted, the key 
feature of BD technology which contributes more with the 
characteristics of CC technology is Velocity. Velocity 
contributes four from the five key characteristics of CC. Also, 
another thing that we can observe from table 2 is that the 
characteristic Applications over Internet contributed from all 
the key features of BD. 

Moreover, a big part of this work would relay on the related 
works that have been made previously. Table 3 lists the 
findings and the concepts associated with problems and 
respective solutions indicating in a previous works. In table 3 
the former work list in ascending chronological order starting 
from 2010 until today. 
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Table 3: Mapping problems against referenced solutions. 

Author Problems Solutions 
H. Takabi et 
al [32] 

� Specific characteristics worsen security & privacy 
challenges of Cloud Computing. 

� Examines the possibilities of offering a trustworthy CC 
environment. 

H. T. Dinh et 
al [33] 

� Detonating growth of mobile applications & resurgent of 
CC concept is considered advancement in mobile services. 

� A survey of MCC, with focus on its definition, architecture 
& applications. 

N. Fernando 
et al [34] 

� Intrinsic problems (e.g. resource scarcity, frequent 
disconnections) hinter the usage of mobile computing in its 
full scale. 

� Categorizes the major issues in MCC & discusses different 
methods to solve these issues. 

� Careful examination of problems which have not yet been 
addressed & put forward ideas for future research. 

Sachdev & 
M. Bhansali 
[35] 

� The bigger the number of cloud users the most frequent the 
malicious activity in the cloud. 

� Highly safe and persistent services needed. 

� A data encryption model which protects the privacy and 
security of the data before they are uploaded in the cloud. 

M. Ali et al 
[36] 

� Third-party cloud services have more deficiencies and 
more vulnerable to security threads. 

� Sharing the users’ data outside the administrative control. 

� Examines and shortly analyzes both internal and external 
security problems in the Mobile Cloud Computing. 

S. Bhavani et 
al [37] 

� Load balancing is one of the cloud’s issues. 
� A reduction in the response time and optimization of the 

resource utilization can be achieved balancing the load. 

� The best algorithm for balancing the load is Ant Colony 
Optimization. 

S. Sathya & 
R. Avinash 
[38] 

� How people adopt cloud as Cloud Technologies Mature. � An explanation of how BD and cloud responds for user’s 
demand as a compelling combination. 

S. Rallapalli 
et al [39] 

� The healthcare organizations face the critical challenge to 
analyze big data. 

� Large amounts of data cannot be processed through 
conventional systems. 

� Hadoop: An application which could prepare huge amounts 
of data in distributed environment could be deployed on 
cloud environment to prepare the big amount of healthcare 
data. 

O. Awodele 
et al [40] 

� Security challenges are the most serious in cloud & big 
data services. 

� Issues of service level agreement. 

� Shipping disk drives to cloud computing. 
� Use of Data mining techniques. 
� Use of Access control techniques. 

N. R. 
Vajjhala & E. 
Ramollari 
[41] 

� Contemporary methods in the field of BD using cloud 
resources. 

� How the SMEs can take advantage of these technological 
trends. 

� Cloud computing offers an alternative to SMEs shifting the 
burden of providing and maintaining expensive 
infrastructure to cloud service providers. 

P. Zhou et al 
[42] 

� The increased usage of social media has created a new 
period, that of the BD. 

� Privacy of users’ contexts & video service sellers’ 
repositories, that are remarkably sensitive & of important 
commercial value. 

� An innovative “geometric differentially private” scheme, that 
could minimize the performance loss. 

A. A. Gnana 
Singh  et al 
[43] 

� Promote the research and development activities in the 
field of BD and CC. 

� A method for storing the data on cloud using the cloudsim 
package. 
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VI. CONCLUSION & NEXT STEPS 
The CC technology provides many possibilities, but in 

addition to this places quite a lot of restrictions as well. This 
technology mentions to an infrastructure where both the data 
storage and processing occur outside of the user’s device. In 
this work, we survey BD and CC technology and their basic 
characteristics, with a focus on the security and privacy issues 
of both technologies. Moreover, we have tried to combine the 
functionality of the two aforementioned technologies (i.e BD 
& CC) with the aim to examine the frequent characteristics, 
and moreover to discover the benefits related in security issues 
of their integration. 

The main goal of this work is to find novel ways to achieve 
a better integration of BD and CC, with focus on security 
algorithms and all the challenges that the two aforementioned 
technologies faced on security level. This can be the field of 
future research on the integration of those two technologies. 
Regarding the rapid development of both technologies the 
security issue must be solved or reduced to a minimum in 
order to have a better integration model. These security 
challenges that surveyed in this paper could be the sector for 
further research as a case study, with the goal of minimizing 
them. 
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